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EXECUTIVE SUMMARY

March 2026 saw a continued rise in targeted
attacks, supply chain compromises, and identity-
based breaches.

Threat actors are increasingly leveraging
legitimate tools and cloud platforms to bypass
traditional security controls.

>

® European Commission — Cloud data breach (~350GB exfiltrated)
® Nordstrom — Email system abuse used for crypto scam

® Tycoon 2FA phishing platform dismantled

9® Starbucks — Employee credential breach

® Stryker — Device wipe using Microsoft Intune/Entra 1D

9 Trivy — Supply chain compromise distributing malware

.

Multiple high-severity vulnerabilities identified including Cisco Firewall RCE, Langflow

RCE, Spring Al injection, Zoom privilege escalation, and Chrome memory exploit.

Immediate patching is strongly recommended.

790 victims recorded globally in March.
Manufacturing most targeted sector.

Top groups include Qilin, Akira, and DragonForce.

9

Vect Ransomware (RaaS), Reynolds ransomware (BYOVD evasion), and WhoUser
infostealer highlight growing sophistication.
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Campaigns continue to leverage legitimate infrastructure, archive attachments, and
credential harvesting techniques.

Threat actors are forming partnerships combining access brokers, ransomware
} groups, and underground forums, creating a full attack supply chain.

® Patch critical vulnerabilities within 7 days
® Enforce MFA across all systems

® Deploy EDR and monitor identity platforms
® Conduct phishing awareness training

® Test backups and incident response plans

Current Threat Level: HIGH

Primary risks include identity compromise, ransomware, supply chain attacks, and
credential theft.
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The threat landscape continues to evolve towards
identity-driven and tool-based attacks. A layered
security approach is essential.

Next Step:

Book your free IT & Cyber Threat Intelligence Report.

() 0330 0167 681

www.systemforce.co.uk

sales@systemforce.co.uk
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