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Across the UK, the most common causes of cyber incidents in small and
medium-sized businesses include:

Clicking malicious links in phishing emails

Reusing weak passwords

Failing to apply updates promptly

Sending sensitive data to the wrong recipient

Falling victim to impersonation or social engineering

The takeaway is simple:
Your people are both your greatest vulnerability and your strongest line of defence.

When staff are trained to recognise suspicious activity and empowered to report it without fear,
the organisation becomes significantly more resilient.
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Thank you for attending our February webinar, “Safer
Internet for Business: Reducing Human Error and Insider
Risk.”

This document summarises the key insights from the
session and provides practical actions your organisation can
implement immediately to strengthen your security posture.

While technology plays a critical role in protecting modern
businesses, the majority of breaches still involve a human
element. Strengthening awareness, culture, and controls
around user behaviour remains one of the most cost-
effective ways to reduce risk.
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THE REALITY: 
HUMAN ERROR IS THE PRIMARY RISK

Cyber criminals increasingly exploit psychology rather than technical weaknesses.
Urgency, authority, fear, and familiarity are common manipulation tactics.
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During the webinar, we explored how modern phishing emails:

More advanced attacks now include:

Importantly, phishing no longer relies solely on email. Attackers also use:

Closely mimic trusted brands or suppliers

Use legitimate-looking domains

Contain realistic branding and signatures

Include urgent calls to action such as “invoice overdue” or “account locked”

Business Email Compromise (BEC) – impersonating directors or finance staff

Supplier impersonation fraud – requesting urgent payment changes

Multi-stage attacks – initial harmless contact followed by targeted manipulation

SMS messages (smishing)

Phone calls (vishing)

Social media messages

Collaboration platforms
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UNDERSTANDING PHISHING
AND SOCIAL ENGINEERING

Security awareness must therefore extend beyond the inbox.

Phishing remains the most prevalent attack method affecting UK businesses.
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Best practice in 2026 includes:

Recommended actions include:

Enforcing MFA across all Microsoft 365 accounts

Applying Conditional Access policies for higher-risk logins

Using authenticator apps rather than SMS where possible

Regularly reviewing privileged accounts

Implementing a business password manager

Enforcing minimum password length standards

Disabling legacy authentication protocols

Removing shared generic accounts

Conducting regular account access reviews
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THE ROLE OF MULTI-FACTOR
AUTHENTICATION (MFA)

PASSWORD MANAGEMENT & IDENTITY HYGIENE

If MFA is optional in your environment, it is no longer sufficient. It should be enforced as a
baseline control.

Identity security is now central to cyber resilience. The perimeter is no longer the office firewall
— it is the user login.

One of the most effective protections discussed in the session was Multi-Factor Authentication
(MFA).

Even if a password is compromised, MFA significantly reduces the likelihood of unauthorised
access.

Password reuse remains a major issue within SMEs.
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A mature security culture includes:
Regular staff awareness training

Clear reporting channels for suspicious activity

No-blame incident reporting

Visible leadership support for security initiatives

Simple, understandable policies

5

Safer Internet for Business
Reducing Human Error and Insider Risk

BUILDING A SECURITY-FIRST CULTURE

Employees should feel confident reporting a suspected phishing attempt immediately — even if
they clicked first.

Early reporting significantly reduces incident impact.

Technology alone does not create resilience. Culture does.
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Common accidental insider risks include:

Mitigation strategies include:

Sharing files externally without appropriate permissions

Downloading data to personal devices

Using personal email for business purposes

Forwarding confidential information incorrectly

Data Loss Prevention (DLP) policies

Sensitivity labelling in Microsoft 365

Controlled external sharing

Endpoint monitoring and alerting

Regular permission reviews

INSIDER RISK – ACCIDENTAL AND MALICIOUS
Insider risk does not always involve malicious intent.

Proactive monitoring is not about mistrust — it is about safeguarding the business and its clients.
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Following the webinar, we recommend reviewing the following areas:
1.Is MFA enforced for all users?

2.Do you conduct annual (or more frequent) security awareness training?

3.Are phishing simulations used to reinforce learning?

4.Do you have a clear incident reporting process?

5.Are administrator privileges reviewed regularly?

6.Are remote and mobile users secured appropriately?

7

Safer Internet for Business
Reducing Human Error and Insider Risk

IMMEDIATE ACTIONS FOR YOUR ORGANISATION

If any of these areas are uncertain, now is the right time to address them.

Technology alone does not create resilience. Culture does.
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As discussed during the session, System Force IT can assist with:
Security Awareness Training programmes

Phishing simulation campaigns

Microsoft 365 security configuration reviews

MFA and Conditional Access implementation

Endpoint monitoring and management

Cyber Essentials readiness and certification

WHERE SYSTEM FORCE IT CAN SUPPORT YOU

Our role is not just to deploy tools — it is to help you build sustainable, practical security
processes aligned to your business.

Technology alone does not create resilience. Culture does.
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The organisations that succeed are those that:

Invest in their people

Enforce basic controls consistently

Treat awareness as an ongoing process

Review and adapt regularly

Cybersecurity is no longer just an IT concern. It is a
business risk management priority.

Safer Internet practices are not a one-off initiative.
They are a continuous discipline.

If you would like a follow-up discussion or a tailored security review, please contact us:

System Force IT

FINAL THOUGHT

mailto:sales@systemforce.co.uk
http://www.systemforce.co.uk/
mailto:sales@systemforce.co.uk
http://www.systemforce.co.uk/
https://g.page/r/CV0Ie2KVuScUEBM/review
https://g.page/r/CV0Ie2KVuScUEBM/review

