THE TRUE COST
of IT Downtime

What every UK SME
owner should calculate
before the next outage
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THE RISK MOST BUSINESSES DON'T MEASURE

For most UK businesses, IT downtime is the biggest operational risk they aren't
quantifying. Hardware fails. Cloud services have outages. Cyber incidents take systems
offline for days at a time. And yet when we ask business owners, "What does an hour of
downtime actually cost you?", the most common answer is a long pause followed by "I'm
not sure". That gap between "l don't know" and "this is what it would cost me" is exactly
where most resilience investments get postponed indefinitely. Because if you don't know
what downtime costs, you can't justify the cost of preventing it. And so the conversation
quietly drops down the priority list until the day it can't.

This guide gives you the framework to calculate the real cost of downtime for your
business across five categories most businesses overlook together with a worked
example and a simple worksheet you can complete in under ten minutes. The goal is
straightforward: put a credible number on the page so that the next resilience decision
can be made on evidence rather than instinct.

Use this guide as
® A board-level briefing on operational risk and business continuity.

9 Ajustification framework for resilience investment backup, monitoring, managed IT.
® A cost-benefit baseline before reviewing or renewing your IT support contract.

® A starting point for incident response and disaster recovery planning.

The headline numbers
9 UK SMEs typically lose £1,000—-£5,000 per hour of unplanned downtime and that's
just the visible costs.

® The average ransomware incident takes 21 days from breach to full operational
recovery, according to industry response data.

9 More than 50% of UK businesses experienced a cyber attack or breach in the past 12
months the highest figure on record.

9 Direct productivity loss accounts for only about 20% of total downtime cost the rest sits
in less visible categories that businesses routinely fail to factor in.

[ s 4 Wanta custom downtime cost report for your business?

%) Send us six pieces of information about your business, and we'll build a
personalised downtime cost report calibrated for your sector, headcount and
revenue. Useful for board papers, insurance reviews and IT contract
negotiations.

o Request your custom report at systemforce.co.uk
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THE FIVE HIDDEN COSTS OF DOWNTIME

Picture downtime as an iceberg. The part most businesses see staff sitting around
unable to work is the visible 20%. The other 80% sits beneath the waterline, in costs
that don't show up on the day but absolutely show up in the year-end accounts.

1. LOST PRODUCTIVITY

The most visible cost. When systems fail, your staff cannot do the work they're paid to
do. This is the easiest cost to calculate and almost always the smallest of the five yet it's
often the only one businesses count.

20 staff x £25 average loaded hourly cost x 4 hours of outage = £2,000 in lost
productivity

Two refinements most calculations miss. First, "loaded" hourly cost salary plus on-costs
(NI, pension, software licences, office overheads) is typically 35-50% higher than the
headline salary figure.

Second, the multiplier effect: when a system goes down, it also ties up the people
whose job it is to fix it, plus the managers fielding questions, plus the customer-facing
staff explaining the delay. Real productivity loss usually runs 1.5-2x the simple
calculation.
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2. LOST REVENUE

When the systems your customers rely on go down, their revenue stops. This cost varies
enormously by sector, and by time of day, time of year, and the specific systems
affected.

Sector Primary downtime cost driver Typical £/hour

Professional Lost billable hours, missed deadlines, client-facing

- ) £3,000-8,000
services impact

Lost transactions during peak hours, basket

abandonment, and ad spend wasted £2,000-10,000+

E-commerce/retail

Production line stoppage, raw material spoilage,

. ; £5,000-25,000+
and delivery penalties

Manufacturing

Patient appointments cancelled, clinical risk,

£2,000-15,000
regulatory exposure

Healthcare / clinical

Trading desk impact, regulatory reporting failures,

Financial services .
and client SLA breaches

£10,000-50,000+

Customer SLA penalties, churn risk, and public

SRSl outage visibility

£5,000-30,000

oy

) SFIT insight: The figures above are typical hourly impact ranges, not absolute
@ limits. Manufacturing clients with just-in-time supply chains can see costs an
order of magnitude higher when production halts during a critical run. E-
commerce businesses lose disproportionately during peak periods, Black
Friday, Christmas, and sale events. The right number for your business is the
one calibrated to your specific revenue model.
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BN 3. RECOVERY AND REMEDIATION COSTS

Once the outage begins, the meter starts running. These are the direct costs of getting
your business back up and they tend to be dramatically higher than the equivalent
preventive spend would have been.

Emergency IT support out-of-hours rates often £150—£300 per hour.

Specialist incident response (cyber): £200—-£500 per hour, often with multi-day
engagements.

Data recovery from damaged or encrypted systems: £500—£10,000+ depending on
scale.

Server or system rebuilds, often needing new hardware delivered urgently.

Staff overtime, displaced work, and recovery of missed deadlines.

Insurance excess (typically £1,000—£25,000 depending on policy).

Legal counsel for breach notification, regulatory engagement, and contract reviews.

Forensic investigation costs required by most cyber insurance policies.

© < Industry benchmark: for cyber-driven outages, recovery costs alone routinely

[ﬂ]ﬂ exceed £30,000 for an SME, before any productivity, revenue or reputational
impact is factored in. Insurance covers some of this but not all of it, and often
not before significant out-of-pocket expense.

6x
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BN 4. REPUTATIONAL AND CUSTOMER IMPACT

Reputational damage is the cost most businesses know they're suffering, but cannot put
a number on. It rarely shows up immediately. It shows up in the customer who quietly
doesn't renew.

The tender you don't win because a competitor mentions "reliability” to your prospect.
The marketing spend it takes to rebuild a perception that took five years to earn.

Typical recovery cost components

@ Customer churn clients who experienced an outage are 3x more likely to switch
supplier within 12 months.

@ Lost tenders or RFP opportunities, particularly where reliability is a stated criterion.
SLA-driven contractual penalties or service credits issued to customers.
Negative reviews on Google, Trustpilot or industry-specific forums long tail.

Public outage visibility on platforms like Downdetector for digital businesses.

© 0 606

Marketing and PR spend required to repair perception after a public incident.

ﬁﬁ How to estimate this: as a rough rule of thumb, reputational impact for a
0 public outage typically runs at 0.5-2x the direct incident cost across the
following 12 months.

The exact figure depends on your sector, your customer concentration, and
how the outage was communicated. Conservative finance directors model it at
0.5x%; the businesses that have actually been through one tend to model it
higher.
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I 5. COMPLIANCE, LEGAL AND REGULATORY
EXPOSURE

If the outage involves a data breach or if your business operates in a regulated sector,
the compliance dimension can dwarf all other cost categories combined.

This is the area where insurance helps least and where decisions made in the first 24
hours have multi-year consequences.

Common compliance and legal costs

ICO investigations and potential GDPR fines up to £17.5 million or 4% of global
annual turnover, whichever is higher.

Mandatory 72-hour breach notification obligations under UK GDPR.

Customer notification obligations (data subject communications, often in the
thousands).

Contractual SLA breaches and resulting penalties or terminations.

Sector-specific regulatory reporting (FCA for financial services, CQC for care
providers, etc.).

Civil claims from affected customers or third parties.

OO O©60 060 6

Cyber insurance premium increases at next renewal typically 20—80%.

%l SFIT insight: ICO penalties are scaled to the breach, but the regulatory and
=y legal costs of a serious incident often run to £50,000-£250,000, even before
any fine is imposed.

We've supported businesses where the legal and notification costs alone
exceeded the productivity, revenue and recovery costs combined by some
distance.
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WORKED EXAMPLE:
A 6-HOUR MICROSOFT 365 OUTAGE

A 50-person Gloucestershire professional services firm experiences a 6-hour Microsoft
365 outage triggered by a phishing-driven account compromise. No data is exfiltrated,
but the tenant has to be locked down, investigated, and progressively restored to service.
By the time normal operations resume, the meter has been running for six hours.

Cost breakdown
9 Lost productivity: 50 staff x £35/hr x 6 hours = £10,500

9 Lost revenue: 50% of staff billable at £85/hr — 25 x £85 x 6 = £12,750

® Emergency response: external incident responders + extended internal IT effort =
£3,200

9 Forensic investigation and recovery: tenant lockdown, password resets, credential
audit, log review = £6,000

9 Customer-facing impact: lost meetings, missed deadlines, urgent communications =
£4,000

9 Insurance excess and legal review: £2,500

Direct cost of a single morning's outage: approximately £39,000

The reputational and compliance costs are not included in that figure. Conservatively
modelled at 0.5x the direct cost, they would add another £19,500 over the following 12
months. The fully loaded cost of this single 6-hour incident comfortably exceeds £58,000
and if any data exfiltration had been confirmed, the compliance side alone would likely
have doubled the total again.

(8<% Compare against prevention: the Microsoft 365 security and managed IT

Y3 controls that would have prevented or contained this incident typically cost
£25-£60 per user per month, roughly £15,000-£36,000 annually for a
business of this size. The single avoided incident pays for one to three full
years of preventive investment.

M System Force I.T.
Secue 7 Splfes




BN CALCULATE THE COST FOR YOUR BUSINESS.

Use the table below to estimate the cost of a typical outage for your business. Fill in the
central column with your own figures; the right-hand column is the worked example from

the previous section, kept visible for reference.

Be honest with the inputs the more accurate the figures, the more useful the

conversation it generates.

Variable

A. Staff affected by the outage

B. Average loaded hourly cost (£)

C. Productivity loss per hour (A x B)

D. Revenue lost per hour (£)

E. Recovery & emergency support per hour (£)
F. Estimated outage duration (hours)

Subtotal per hour (C + D + E)

TOTAL COST OF TYPICAL INCIDENT
(Subtotal x F)

+ Reputational impact (typically 0.5-2x total)

+ Compliance / legal exposure (incident-
dependent)

\
A | System Force I.T.
B seremsmines

Your business

Worked example

50

£35

£1,750

£2,125

£600

£4,475

£26,850

£10,000-20,000

Variable



How to populate the worksheet

9 A. Staff affected not just your IT team. Anyone whose work depends on the systems
that go down.

9 B. Loaded hourly cost base salary divided by working hours, plus 35-50% for on-costs
(NI, pension, overheads).

® D. Revenue lost per hour for product businesses, revenue / annual operating hours.
For service businesses, billable rate x number of billable staff affected.

® E. Recovery cost per hour ballpark of £200-£600 for IT-only outages, £400-£1,200 for
cyber-driven incidents requiring specialist response.

F. Outage duration for simple IT outages, model 2—4 hours. For cyber incidents, the
realistic recovery window is 1-5 working days, even with a strong response capability.

(6]

Important: the total this worksheet produces is the direct cost of a single

=) incident. Reputational impact and compliance exposure sit at the top, and in
serious incidents they often exceed the direct cost. The worksheet gives you a
defensible floor, not a ceiling.
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I COMMON CAUSES OF BUSINESS DOWNTIME

Most downtime in UK SMEs stems from one of a handful of recurring causes. None of
them is exotic.

All of them are addressable with the right combination of preventive controls, monitoring
and a properly resourced IT function.

®» ® ®® ® ®® ®

Cyber attacks particularly ransomware and phishing-driven account compromise are
the headline causes, and the most expensive.

Hardware failure, ageing servers, failing disks, network equipment past end-of-life.

Software and patch failures, botched updates, missing critical security patches,
untested rollouts.

Cloud service outages, Microsoft 365, AWS, and Google Workspace are reliable but
not infallible; what matters is your contingency.

Human error, accidental deletion, misconfiguration, and social engineering of staff.

Loss of connectivity, broadband outages, VPN failures, single points of failure on
internet circuits.

Lack of monitoring issues building for hours or days before anyone notices.

Inadequate backups, configured but never tested, or missing entire workloads.

The pattern: almost every avoidable outage we investigate traces back to a

control that wasn't quite finished, a backup that wasn't quite tested, or an alert
that wasn't quite being watched.

Not big strategic failures small operational gaps that quietly compound.

Msv“'"“c T 11




BN WHAT GOOD RESILIENCE LOOKS LIKE

There is no such thing as zero downtime anyone who promises it isn't being honest.
There is, however, a clear difference between businesses that absorb incidents and
recover quickly and those that lose days or weeks. The differentiator is the quality of the
underlying resilience programme.

The fundamentals

©

©

©
©
©)
©

24/7 system monitoring with alerts that someone actively responds to.
Proactive patch management tested, scheduled, with rollback capability.

Tested backup and disaster recovery verified by regular real restores, not just green
ticks on a dashboard.

Cyber security controls aligned to Cyber Essentials at minimum, MFA enforced,
legacy auth disabled, EDR deployed.

Documented incident response playbook, who does what, in what order, with what
authority.

Redundancy where it matters, internet circuits, power, key application paths.

A managed IT capability with the depth to respond, whether internal, outsourced, or
hybrid.

What it looks like day-to-day

©
©

©
©
©

Issues are detected before users notice them and often before they happen.

Maintenance is planned, communicated and completed within agreed-upon
windows.

When incidents do occur, recovery is measured in minutes or hours not days.
Backups are tested by restoring from them, not by checking that they ran.

There is a name against every system someone who is accountable for it being
available tomorrow morning.

Syst Fe LT
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N THE ECONOMICS: PREVENTION VERSUS CURE

Resilience investment is one of the few business decisions where the ROI calculation is
genuinely simple. The prevention cost is known, recurring and predictable. The incident
cost is unknown, irregular and potentially catastrophic. The question is not whether to
invest, but how much, and where.

® Managed IT support, including monitoring and patching: £25—£60.

9 Microsoft 365 Business Premium licensing (with security tools): £18—£20.
9 Endpoint Detection and Response (EDR): £4—-£10.

9 Third-party Microsoft 365 backup: £3—-£6.

9 Awareness training and phishing simulation: £2—£5.

Total typical resilience spend: around £55-£100 per user per month for a properly
configured, managed and supported Microsoft 365-based business. For a 50-person
business, that's £33,000—£60,000 per year.

Compare with the earlier worked example: a single 6-hour incident at £58,000+. The
maths writes itself. Even a moderate prevention programme pays for itself if it avoids one
significant incident every two to three years and a properly run programme typically
prevents several.

The reframe: managed IT and resilience services aren't a cost; they're an investment.
They're a fixed monthly premium that buys down a much larger, much more volatile risk.
The businesses that understand this don't "spend on IT" they "underwrite their
continuity"—same activity, very different conversation at the board table.
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HOW SYSTEM FORCE IT CAN HELP

Most businesses don't need to become experts in resilience. They need a partner who
already is one that understands their sector, sizes the response to the actual risk, and
quietly keeps the lights on so they can get on with running the business.

System Force IT delivers:

(6]

Resilience reviews practical assessment of your current downtime exposure, with a
costed remediation plan.

® 24/7 monitoring and alerting across servers, endpoints, networks and cloud services.
9 Proactive patch management with tested rollback and minimal end-user disruption.

® Backup and disaster recovery including third-party Microsoft 365 backup with tested
restores.

® Cyber security aligned with Cyber Essentials and ISO 27001 Microsoft 365 hardening,
EDR, awareness training.

9 Fully managed IT services sized to your business, contracted to your SLAs,
accountable to your board.

'

.mp- Book your free resilience review.

@ One of our senior engineers will assess your current downtime exposure
across the five cost categories outlined in this guide, identify the most material
risks, and provide a prioritised plan to address them. Typically completed in
five working days. No commitment, no obligation, and you keep the report
whether or not you choose to work with us.

o Book your free resilience review at systemforce.co.uk

@ Or call us directly: 01452 701355 We're based in Gloucestershire and work
with UK SMEs across professional services, manufacturing, healthcare and
digital sectors.
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9 UK Cyber Security Breaches Survey: gov.uk/government/statistics/cyber-security-
breaches-survey

® NCSC Guidance: ncsc.gov.uk
9 ICO Guide to Data Breach Reporting: ico.org.uk

9 UK Government Business Continuity Guidance:
gov.uk/government/publications/business-continuity-management

® Cyber Essentials (IASME): iasme.co.uk/cyber-essentials

This document is provided for general guidance only. Cost figures are typical industry
ranges based on UK SME data; actual costs vary significantly by business model, sector,
headcount and incident type. The worksheet output is intended as a planning estimate,
not a guaranteed forecast. Always seek tailored advice for material business continuity
decisions.
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System Force IT Limited
THE TRUE COST of IT Downtime

System Force |.T.
Secure IT Simplified

Want a free Business resilience review with System Force IT?

We run free, no-obligation reviews for UK SMEs.
Written report in 7 working days.
No sales pitch, no follow-up unless you ask for one.

Book at systemforce.co.uk
Or call us directly: 01452 701355

System Force IT | supporting UK businesses since 2006.

UKAS ISO/IEC 27001: 2022 Certified | Microsoft Solutions Partner |
Certified 3CX Partner | Cyber Essentials Practitioners |
RIPE NCC Member

Book your free THE TRUE COST of
IT Downtime.

(v) 01452701355

www.systemforce.co.uk

sales@systemforce.co.uk
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